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Abstract

Onchain scams have industrialized. Mass-registered lookalike domains, templated phishing
contracts, and automated laundering paths form a division-of-labor pipeline. What an ordinary

user faces is not one clever scammer but this pipeline.

This paper condenses the Onchain Diary anti-fraud research series into one systematic docu-
ment, organized in three layers. First, a taxonomy that groups mainstream onchain scams
into five classes (approval abuse, signature abuse, contract traps, identity fraud, infrastructure
attacks), explaining the mechanism behind each class, because defense only holds when it is
built on mechanism. Second, onchain forensics: how to read the trail yourself with a block
explorer —checking approvals, tracing funds, verifying contracts. Third, layered defense:

executable checklists for three user levels (beginner, active DeFi user, institutional).

One rule runs through the paper: we state verifiable facts and executable actions, and we do
not repeat numbers we cannot verify. All methods rely on public onchain data and public

cases.
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